Trust, Consent
and

== Netherlands Open Banking Insights

e .
..experlcm

SECN®



The availability of customer-consented Bank transactional
data I1s a gamechanger. It allows businesses to
understand customers' finances, risks, preferences and
behaviours better than ever before.

Tailored products

Risk based prici
reflecting needs ISK Dased pricing

Bank Transactional Data

Digitised ‘
operational processes

' Digitised customer
processes differentiates CX

These insights create significant value from
the perspectives of commercial strategy, risk
assessment and digital transformation.

They enable the widening of product eligibility
rules and more accurate personalisation to
help drive revenue. They also enable these
products to be more accurately risk-adjusted
to help reduce losses and bad debt. Finally,
they enable increased digitalisation of both
customer-facing and internal processes. This
delivers a highly positive and differentiated
customer experience, backed by low-cost
automated operational processes.

The combined effect of these factors on
revenue, profitability, margin and shareholder
value means that the strategic adoption of
Open Banking has become essential for many
businesses.

Closely aligned customer, commercial,
operational, risk and financial strategies are
vital, but the starting point is to ensure that
the organisation can successfully obtain
customer consent to access their financial
data.

With this in mind, our research reveals that
over half of senior executives at Netherlands
Banks and Telcos say that they are worried
about consumer consent for Open Banking
services.’

In this whitepaper, we explore the nature of
consent and how to make it as compelling
for the customer - in terms of maximising
feelings of reassurance, trust and value.

" A commissioned study conducted by Forrester Consulting on behalf of Experian in August 2022 across EMEA which included 65 senior executives at Netherlands Banks and Telecommunications businesses.
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Over recent years consumers have become increasingly aware of the value of their personal data.
This has resulted in an increased sense of empowerment and an expectation that they should be
given something in return for allowing access to their data. Experian’s research last year revealed
that 63% of Dutch consumers had already been willing to share their personal data with online
businesses and the majority of these could identify a benefit from having done.?

Consumer confidence in organisations’

ability to protect and secure their
S ECl ‘ R | I Y A N D personal data
Insurance companies 27%
C R |-|_| C L TO Technology providers (Apple, 16%
‘ N Samsung, Google, etc.)
Streaming Services 16%

Business or consumer 13%

financing company
(e.g. BNPL)
Financial technology/ 12%

Fintech firms

Branded online retailers 10%
E-commerce or 8%
m-commerce marketplaces

Telecommunications 7%
companies

Social media sites/apps | 3%
Online gaming companies | 29

Trust is the critical
foundation on which a value
exchange is built

Our research also found that Dutch consumers
prioritise security and privacy far above all other
factors within their online experience. Fear

of identity theft was highlighted by 70% as a
specific area of concern when transacting online
— more than any other factor. They only trust
those businesses in which they have confidence
In their ability to safeguard data and privacy.

The top four types of organisations viewed most
favourably in this regard are retail banks (55%),
government agencies (49%), credit card companies
(46%), payment services providers (35%).

Percentages reflect responses from 152 Netherlands
consumers to the question “Please rank order the following
businesses with your top b, from the one you are most
confident in protecting and securing your personal data,

to the one you are least confident”. Experian wave 2 Global
Research, June 2022.

2 Consumer research in Netherlands was included within Experian’s Global Research (wave 2) in June 2022 where the base was 154 Dutch consumers.
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Trust is of course a “feeling” and as value and choice. As a result, an ecosystem
such, it is hard to define without of established players and new Fintechs has

Rassurance deconstructing it. In this section, developed. For all of these participants, trust
REPUTATION CONSENT we will explore the elemgnts that and transparency are relevant.
JOURNEY contribute towards creating and | _ _ :
N The established Banks and Financial Services
sustaining trust. _
TRUST providers have both brand and consumer
Three important drivers of trust are usage on their side. Both of these factors have
Under- the organisation’s brand reputation, a significant impact on consumer confidence
Confidence standing the nature of the value offer that will levels in the ability of these organisations to

VALUE BEING
OFFERED

Given consumers’ security concerns, trust

Is the critical factor in determining the
willingness of consumers to share their data.
No matter how strong the value offer may
be, if they don't trust the provider making the
offer, are they really going to allow access to
highly personal banking data?

be exchanged for data access consent,
and the experience delivered by the
consent journey.

These are all interlinked and together should
create the feelings of reassurance, confidence
and understanding which together should
result in the decision to proceed.

One of the main drivers behind the second
Payment Services Directive (PSD2) was to
help drive innovation and increase customer

protect and secure personal data.

The two things that Fintechs lacked in the past
were consumer awareness and scale. This

Is changing dramatically and as awareness
has increased so has adoption (which was
accelerated by the impact of the pandemic.?

However, consumer use of Fintechs has been
primarily based on convenience and customer
experience rather than trust - as is evident
from the position of Fintech in the consumer
research findings summary above. This is
changing and for Fintechs to gain consumer
trust it is important that they increase
transparency regarding how they access, use
and store customer data.

3 For more information about the significant inroads that Fintech have made into consumer lending in North America refer to Experian Whitepaper Fintech Trends - Unsecured Personal Loans December 2021.
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The Value Offer

The value offer that is made to the customer should be sufficiently compelling that its perceived
value outweighs any remaining concerns about security, protection and brand. In section 3 we explore
this in more detail and the role of need, timeliness and convenience in maximising perception.

A transparent and meaningful consent experience

An important dimension of consumer trust is
the level of transparency shown by the business
in terms of data collection. Amongst the specific
businesses they deal with online, only

of Dutch consumers can identify
specific businesses that are clearly
better at communicating how they
capture and use personal data.

Additionally, a similar proportion (28%) believe
that trends regarding this important aspect

of communication are improving.* The natural
conclusion is that Dutch businesses in general
still need to improve in this area.

The PSD?2 regulations require that full
transparency is provided to the user regarding
how long the consent is for - in other words
whether it is once-off or recurring.

They also require full transparency of the
historical period over which transactional data
can be viewed.

In the case of once-off consent, this can
enable transactional data of up to 12 months
to be accessed.’

However, as well as being transparent, clear
and understandable, the consent experience
also has to be meaningful and engaging. For
consent to be valid the consumer should be
encouraged to take time to understand what

ONCE-OFF CONSENT

The user agrees to allow a third party to
access their account (or accounts) on a
once-off basis, which will then be
automatically revoked once
the data share has been
completed.

it actually means rather than in any way
encouraging the consumer to simply click,
tick and move on.

Before data is shared it is important that
customers understand the following:

« Why and how their data needs to be shared

RECURRING CONSENT
The user agrees to enable a third party to access

 How their data will be protected
« How their data will be used

 How they will be able to manage their data

their account(s) for up to four times a day over
a 90-day period. After the 90 days have
elapsed the consent is revoked, and
the user will need to reconfirm
in order to enable further
data sharing.

« What consent actually means in terms of
purpose, process, duration and revocation

These elements are covered within the design
of the access-to-account consent journey.

“* Consumer research in Netherlands was included within Experian’s Global Research (wave 2) in June 2022 where the base was 154 Dutch consumers.

® EBA have issued a recommendation that this be extended up to 24 months.
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MAXIMISING
REASSURANCE
WITHIN THE
ACCESS - TO

- ACCOUNT
CONSENT JOURNEY

In order to ensure the delivery of the required experiential outcomes of reassurance, confidence
and understanding, the access-to-account customer journey should be designed holistically even
though it will require the customer to move between separate environments.

The user will move between the organisation
with whom they are doing business (in other
words the provider or "host” of the value
offer), the third-party provider(s) of the data
acquisition and associated analytical services,
and the consumer’s Bank.

At the start of the journey, the role of each of
these actors needs to be made very clear to
the customer with the handoffs between them
being both secure and clearly signposted as
the customer travels along it.

Customer consent journey

"Host” PSD2 Account Customer's
organisation  Information bank
making value Service

offer Provider

(AISP)
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Experian’s best practice approach to journey design

Within the account access consent journey, Experian is a
regulated Account Information Service Provider® (AISP).
Our role is to enable the data transfer to happen and then
provide analytical services that can be used by the host
within their value offer. In performing these services,
Experian is a data processor in accordance with the GDPR.

Our access-to-account consent journey
reflects proven best practices acquired within
the UK where we have been providing similar
services since 2017.

We recommend that the host organisation
making the value offer to the consumer
provides an initial high-level explanation to
reassure the customer regarding security and
protection.

This is best done by highlighting the
combination of the highly regulated nature of
Open Banking, the management of the journey
by a specifically regulated specialist data
processor (the AISP) and the use of the Bank’s
own comprehensive security measures. An

example of the initial explanation is shown on
the right.

After this initial explanation, the customer

Is sent a web link which will take them to a
dedicated secure Experian Open Banking app.
Here the user will see a very clear explanation
of what their consent will mean and their
privacy rights.

“ Our approach is based
on obtaining once-off consent from
the user rather than recurring
90-day consent. ,,

‘ Your protection within this process is critical and

as a result this process is highly regulated and can
only be offered a suitably licensed 3™ party.

We have chosen Experian to provide this service
and it can be accessed through a secure link that
we are sending you.

This link will take you though a clearly structured journey which will enable you to
select your bank and then provide it with your consent to directly share your data
with Experian.

This will involve you being transferred to your bank where you should log-in as
you would with on line banking. Your log in details, passwords and credentials are
neither visible nor accessible in any way by Experian.

Having confirmed your consent to the transfer, Experian will then conduct
specialist financial analysis which will enable us to assess your application in real
time and share the result with you.

¢ Our regulated entity is Experian Ireland Limited which is an Account Information Service Provider authorised for the provision of account information services and directly regulated by the Central Bank of Ireland.
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This approach is more consistent with enough to calculate the output, before being be accessed by the third-party provider The final stage is the formal authorisation by
the provision of an immediate and timely automatically revoked. (Experian). In accordance with the PSD2 the user to the Bank. Here the Bank explains

value exchange - such as to increase the _ _ regulations, the verification process has to what information has been requested and
Having selected their Bank/s and account/s,

likelihood of acceptance of an application for A ) _ e Authenticat meet the requirements for Strong Customer directly seeks the user’'s authorisation to
credit. It also enables a far more meaningful tS © userht =M ;noves mtc()j-t © l;t enrt]|c'at|on Authentication (SCA). Typically, this will mean transfer the data to the third-party provider
assessment to be made of historical debt tage where they are redirected to their that the user is following the same security (Experian as AISP).

Bank for the next part of the consent . .
_ ! ' e o processes that they are already familiar with At ] . )
journey. Here, the user enters their banking when they log into their Bank. This familiarity t this stage, the user is returned to the

iIdentity credentials for verification and is : Experian app where they receive confirmation
_ _ should provide a further level of reassurance.
again assured that these credentials cannot that the data share has been successful.

over a 12-month rather than a 3-month
period. In addition, once-off consent mitigates
potential problems regarding user trust as
the APl stays open for just 24 hours, which is

The customer consent process enables multiple insight use cases

Consumer interaction Consumer interaction

with “host company” Experian Consumer APP Bank Systems Experian Consumer APP with “host company”
making the value offer

continues

Automatic
connection

Selects Provides
Bank Consent

Logs into Confirms, Consent and Confirmation of
Bank Access Requirement successful data share

The access to account
consent customer journey

APl interface Data Share
4

Multiple

o
APl interface } Experian Open Banking Platform ~ <, /\ consumer
/ insights

“Host
company”

The insight
creation process




The fact that the user is moving between these
environments is regarded as creating “positive
friction.” Whilst user friction commonly seen
as something that damages the experience
and increases the risk of abandonment,
researchers have found that where important
actions are being taken, certain types of
friction can have a positive effect on the users’
understanding.’

The friction associated with moving between
the environments within the access-to-account
journey is a good example of this. Provided that
the user has been given a clear explanation

of what the journey and process will consist

of, the positive friction will help make the user
more aware and mindful of the exact nature
and importance of their actions. As such it
should help ensure maximum understanding
which will help provide further reassurance
and a sense of security and protection.

Strong customer
authentication and
reassurance of active
identity verification

Another form of positive friction that can
have a reinforcing impact on user feelings
of security Is the use of physical biometrics
within the SCA process. Requiring the
customer to physically do something is a
great way of demonstrating the provider's
commitment to security.

Our Dutch consumer research® revealed
that the use of physical biometrics within
authentication and verification processes
has the second highest positive impact on
customer feelings of security.

Having completed the account consent
customer journey, the user then returns

to the host organisation. They then receive
the details of the value offer that the host
considers to be most appropriate based on
the results of Experian’s analysis of their
transactional data.

7 “Design Frictions for Mindful Interactions: The Case for Micro boundaries” - University College London, 2016 Design Frictions_CHI2016LBW_v18.docx (ucl.ac.uk).

8 Experian Global Research Wave 2, June 22, Base for this question 302 Dutch Consumers.
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Dutch consumers were included in a
global study conducted last summer.” This
investigated how willing they would be

to “share their personal data with online
businesses”. No reference was made to
personal banking data.

This revealed that 63% of Dutch consumers

described themselves as being either “very
willing” or "somewhat willing”.

A wider study of Dutch consumers formed

part of our exclusive Forrester research in
August 2022.'°

Willingness to “share personal data

| N | e | | \ | | ; N with online organisations™
“Don’t know”

THE VALUE
EXCHANGE

“Somewhat
willing”

“Not very
willing”

Unlike the earlier study, this made specific
reference to allowing access to consumers’
banking financial information and also
allowed respondents to describe themselves
as “neutral.’

This revealed that 49% of Dutch consumers
described themselves as being either “very
likely” or “likely” to share their banking data,
31% neutral and 18% either “unlikely” or “very
unlikely”.

Willingness to “allow access to financial
information from your bank to help with
checks for online applications for finance
products and services”

“Very unlikely” “Don’t know”

“Unlikely” 9% 2% “Very likely”
9% 16%

“Neutral” “Likely”

? Consumer research in Netherlands was included within Experian’s Global Research (wave 2) in June 2022 where the base was 154 Dutch consumers.

' Research conducted by Forrester Consulting on behalf of Experian in August 2022, based on 514 Dutch consumers.
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Assuming that the user receives the reassurance of security
and protection (as previously outlined within this paper),
converting this broad “willingness to share data” into the
tangible action of providing consent will depend on the level
of value that the user feels they will obtain in return.

Levels of user-perceived value will vary greatly between different
value offers. In order for the perceived value to be maximised, O O
offers should be designed with three dimensions in mind. ®

aa
Firstly, the offer should be relevant and reflect the O 0

customers’ needs. Secondly, it should be timely and offered Needs-based
at the point of needs realisation where the perception and and relevant

appreciation of the value will be at its greatest. Finally, Reflect customer status
the way the offer is made available should enhance the
overall customer experience by removing as much effort,
delay and complexity as possible. Combining each

of these value dimensions will increase the
likelihood of a positive response. T

VALUE EXCHANGE @

Timely Experience
Offer at the point enhancing
of customer need Increase speed

and simplicity
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The table below illustrates three examples of customer value offers and how they potentially meet each of these three value criteria.

Value Offer Needs-based and relevant Enabling (Speed / Convenience)

(=

Helping a new
auto-finance
customer complete
their application
faster.

Helping an existing
credit customer
manage the risk of
default through a
personalised and
actionable payment
plan.

Helping a potential
new telco customer
get access to

a personalised
offer quickly and
effortlessly.

Customer wants peace of
mind to know they have
successfully secured the car
that they want.

Customer is showing signs of
increased vulnerability.

Customer is able to quickly
acquire the phone they
desire and access details of
any personalised upgrade
relating to its purchase at the
point of sale.

Digital-first customer
experience covering real-
time identity verification,
bank checking, affordability
and credit risk assessment.

Immediate access to
personalised planning tools
to create a revised payment
plan.

Ability to fast-track order
and acceptance without the
requirement to visit a branch
or produce additional ID
verification documentation
or conduct checking of IBAN
bank details.

Offer complete end-to-

end process at the point

the customer has selected
the car - this could be fully
digital or hybrid face-to-face
and digital within the car
dealership.

Request for consent to
access data at the point of
observed delinquency.

Timeliness maximises
customer’s perceived value,
and increases the likelihood
of a positive response.

Request for consent at the
point at which the customer
views the product and as the
enabler to access / unlock
special terms or offers.

As we have already seen from the Forrester
research, 49% of Dutch consumers described
themselves as being either “very likely” or
“likely” to share their banking data. This
response was based on an explanation of the
concept of giving consent in return for a more
attractive offer.

The 51% that did not initially respond
favourably, were then asked seven
supplementary questions - each of which
referred to a different scenario based on
differing types of value offers. The first six
value offers reflected differing types of needs
and convenience. The final scenario did not
refer to a specific value offer but instead just
referred to the company (host) being able to
demonstrate that the process is secure.

SECN®



The responses to each of these
various scenarios led to a reduction
In the number of consumers
describing themselves as "neutral”
and an increase in the number of
pOSItive responses.

The graph shows the combined effect of the initial explanation
of the concept plus the impact of the supplementary question

on the reduced consumer base (i.e., Those who responded as

‘neutral”, “unlikely” or "very unlikely".

These research findings reveal the significant effect that

a clear value exchange strategy can have on increasing

the likelihood of the customers’ willingness to share their
transactional bank data. By clearly explaining the value to the
customer may be able to gain increases overall willingness
to share bank transactional
data (as shown in the graph

U 7 by verylikely plus “likely’)
- I from 50% to around 75% in all
4 A ‘ cases.

When the research was conducted, each of these 7 scenarios
were offered independently of the others. Therefore,
combining multiple aspects of need, convenience and security

Increasing the likelihood of gaining customer consent

Explanation of data sharing
concept only with no additional
value scenario

To have a better chance of being
accepted for the product / service

To improve my credit score

To ensure that | do not have to
visit a branch in person

The company demonstrates that
the process is secure

To ensure | do not have to send in
any physical paperwork

To get a preferential offer (e.g.
better loan rate)

To guarantee a faster application
process

50%

10% 20% 30% 40% 60% 70% 80% 90%

to make the overall value offer as compelling as possible is 0% 100%

likely to increase the probability of the customer providing

: : Likel
their consent above the levels illustrated. 1 Likely

Very Likely Neutral Unlikely Very Unlikely [ Don't know



HOW WE CAN HELP
YOU EXPLOIT THE
POTENTIAL OF
OPEN BANKING

Experian's access-t0-acCcount CONSENT = === 000 eeeeeececsoccsscssscssscsssscscsscscscscscacs
journey helps organisations create fully
integrated, compelling and brand-enhancing

experiences that increase feelings of trust and The resulting outputs
reassurance for both individual consumers provide client organisations
and SMEs. with multiple actionable
This is just one element of our Open Banking insights and the ability
services which are delivered through our to verify important digital
categorisation and consent platform. Following customer data, all of which
acquisition, the transactional data is data is we then help them to both
then instantly categorised and analysed using consume and optimise.

powerful, continuously improving machine
learning techniques based on sophisticated
and h|gh[y localised data setsS. = === ceeeseccsscescccsscessssssesssssses st se




Check the Experian Academy and download details
brochure to find out more about our Open Banking services.
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https://experianacademy.com/blog/2023/05/30/create-and-accelerate-the-wave-of-change
https://experianacademy.com/blog/2023/05/30/create-and-accelerate-the-wave-of-change
https://experianacademy.com/blog/2023/05/30/create-and-accelerate-the-wave-of-change
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