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At the start of last year, many economists were predicting a recession. To their surprise, 2023 clocked 
an i pressive finis  ele   an increase in c ns er an  vern ent spen in  an  increases in 
manufacturing and private investment. 

Following that resilient ending, the U.S. economy entered 2024 facing some familiar headwinds: 
increase  e p litical t r il  i er prices  an  stea  in lati n  is r t ac  an ec in  c r s 

 v ices re iniscent  t e previ s ear  assertin  t at t e pr ver  was tr e  all  t in s  in t is 
case growth, must come to an end.  

t as we e ar  n t e sec n  al    t e nl  t in  recasters see  t  a ree n is t at t e  
isa ree  ile t e  is e pecte  t  av i  a recessi n  an  ec n ists are citin  s tenin  la r 

market conditions, tighter-than-normal lending standards, and an overall easing in consumer spending 
an  siness invest ent as in icat rs  sl we  r wt  n eterre  llis  anal sts n t e t er si e 
of the spectrum are forecasting continued growth, ranging from 1-3% of GDP.   

It’s these same uncertain economic conditions that create an environment ripe with opportunity for 
fraudsters. Amid an ever-evolving risk landscape fraught with more complex fraud implications, key 

esti ns re ain r t  c ns ers an  sinesses  

• How secure do consumers feel online?
• How have their security and experience expectations changed in the last year?
• Are sinesses increasin  invest ents s ficientl  en  t  tac le r win  ra  c allen es
• Do they have effective technology solutions in place to accurately identify and authenticate

consumers online?
• at i pact is enA  avin  r will it ave n t e ra  lan scape in  an  e n

Experian’s 2024 U.S. Identity and Fraud Report provides answers to these and other questions, 
providing organizations a clear snapshot of the current fraud landscape, shifting consumer 
expectations, and insight into how they can prioritize future fraud prevention technology investments. 

is ear  we als  ave a first l  ac  at w t ese tren s ave c an e  ver t e last r ears

_INTRODUCTION

++
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The 2024 Experian Identity and Fraud Report marks the ninth year 
 t e st  e rep rt is ase  n tw  a r s rve s c n cte  in 

the U.S. in March of 2024. 

e first as e  more than 2,000 U.S. consumers a t t eir nline 
interactions and expectations regarding security and customer 
e perience  ns ers s rve e  were tiere   a e ran e   

  an   an  als  inc e level  el w  l w  
 i  an   an  a ve i  

The second survey asked more than 200 businesses in the U.S.
a t t eir strate ies r e ective ra  ana e ent  c st er 
i entificati n  an  a t enticati n  incl in  invest ents relate  t  
security and customer experience. 

panies ran e  in si e r   illi n t  a ve  in 
reven e  n stries t at c plete  t e s rve  incl e retail an s  
fintec  c ns er tec n l  an  electr nics  pa ent s ste  
providers, and many other companies from a range of verticals. 
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Old methods and new 
technology drive fraud
losses, and keep
security a top concern 
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It’s often said that fraudsters follow opportunity, 
and the ongoing economic uncertainty and political 
volatility in 2023 provided a fraud landscape ripe with 
opportunities. Add to that, technology advancements 
and new digital tools like GenAI have made it easier 
t an ever e re t  e pl it c ns ers  All t e w ile  
fraudsters continue to leverage fruitful legacy tactics 
t  tar et t e p lic  

This perfect storm of uncertainty, technology 
advancement, and opportunity has hit consumers 

ar  w  rep rte  re t an  illi n in ra  
losses in 2023, according to the Federal Trade 

issi n  is sta erin  n er represente  
a 14% increase over the previous year and the 
highest dollar amount ever reported.1 Meanwhile, 

  cre it car  l ers in t e  ave een 
victi i e   ra  wit   e periencin  ra  
multiple times. Last year, 52 million Americans had 
ra lent c ar es n t eir cre it r e it car s  wit  
na t ri e  p rc ases e cee in   illi n 2

Coupled with other forms of identity-related fraud 
like theft and account takeover, U.S. adults lost a 
t tal   illi n t  i entit  t e t an  ra  in 3  

1 ttps www tc v news events news press releases nati nwi e ra l sses t p illi n tc steps e rts pr tect p lic
2 https://www.security.org/digital-safety/credit-card-fraud-report
3 https://www.aarp.org/money/scams-fraud/info-2024/identity-fraud-report.html
4 ttps www p nts c st state ra an financial cri e in t e nite states a l
5 ttps an in rnal a a c nas a fin s sca s le t illi n in l sses in
6 ttps www a erican an er c news ra c st illicit ne t ppe t in nas a rep rt

_ M A R K E T  C O N T E X T

re ver  an  e perts elieve t e n er c l  e 
even i er eca se it esn t ta e int  acc nt l sses 
that went undetected or unreported, due to the shame or 
sti a  ein  sca e  

Consumers weren’t alone in feeling the impact of fraud. 
re t an   lar e  financial instit ti ns assets 

ver  illi n  e perience  increases in t e n er  
ra  attac s an  financial cri e inci ents 4 Moreover, 
ra  sca s an  an  ra  sc e es res lte  in re 

t an  in l sses l all 5

e n  c ns ers an  sinesses  it ets w rse  e 
nearl  al  a trilli n llars in ra  ins a l w  illicit 

llars r  re i nal an  l al ra  rin s t at n  
r  tra fic in  an tra fic in  terr ris  an  t er 

criminal activity.6 “There’s a saying in the fraud industry 
that taking over a checking account or stealing an 
identity is the ‘nicest’ thing a fraudster will do that day,” 
sai  at leen eters  perians ie  nn vati n ficer 
for Fraud and Identity. “When we stop or prevent fraud, 
we are n t nl  pr tectin  c ns ers an  sinesses  

t preventin  a litan   ein s cri es t se st len 
dollars fund,” she said.
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 c ns ers are incre i l  active nline  c n ctin  a variet   activities n a ail  asis  
With this activity comes the awareness that there are risks involved with their digital lives.

 As s c  t is ear s researc  s we  st  c ns ers ave a erate c ncern a t 
conducting activities online, with 40% saying they’re ‘somewhat concerned’ and 11% reporting 
t at t e  are ver  c ncerne  a t c n ctin  activities nline  ile it s still a i  n er  
t ese n ers are wn a t ten percent r  t e previ s ear  w ic  is s rprisin  
considering the increase in fraud losses reported. 

i ilarl  resp n ents  eelin   ein  a tar et nline als  
decreased, with 39% saying they felt like they were more of a 
target online than they were a year ago, which is a 13% drop from 
last year’s report.  

One could interpret the decrease in consumers’ concern for 
c n ctin  nline activities an  t eir eelin   ein  tar ete  
online as a signal that consumers are feeling safer online. It’s 

re li el  t at c ns ers ave st resi ne  t e selves t  t e 
inevita ilit  r i it   ra  as t e  re ain c ncerne  a t 
specific nline sec rit  t reats

ns ers ran e  i entit  t e t  an  st len cre it car  
in r ati n  as t eir t p nline sec rit  c ncerns  a si ea le 

p  r  t e previ s ear r t  t pes  n act  t ese 
two fraud concerns have remained consistently at top of mind for 
consumers for the last four years.  

ta l  n er c ns ers t se n er t e a e   
generally show less concern towards these two areas: identity 
t e t  an  st len cre it car  in r ati n   A iti nall  

r  nline privac   p is in  e ails r p ne sca s 
 an  alse in r ati n r a e news an  a s  r n  

t t e t p five nline sec rit  c ncerns r  c ns ers  

Table 01:  ns er c ncerns  ra  t pe an  a e cate r

75% 76%
87% 89%

Identity
Theft

18-24 25-39 40-54 55-69

74% 71%
81% 86%

18-24 25-39 40-54 55-69

Credit Card
Information 
Being Stolen

59%
64% 69% 70%

18-24 25-39 40-54 55-69

50%
61% 67% 68%

18-24 25-39 40-54 55-69

Online 
Privacy

Fake/Phishing 
Emails, 
Messages 
or Phone Scams
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Are consumers feeling 
safer online? 
The results are mixed.

05

RETURN TO 
CONTENTS



 sinesses are nwaverin  in t eir c ncern a t ra  wit  re 
t an al   sinesses sa in  t e  isc ss ra  ana e ent ten  
an    sinesses in icatin  t at ra  is alwa s isc sse  t s n t 
a s rprise  t en  t at nearl  al   sinesses  rep rt a e i  
level  c ncern a t t e ris   ra  t war s t eir r ani ati ns an  
41% saying they have a high level of concern. It’s important to note, that 
though they represented a small portion of survey respondents, retail 

an s s we  irecti nall  i er c ncern  a t t e ris   ra  
in their institutions.  

ncern an  c nversati n see  t  e translatin  t  a etter 
understanding of the impact of fraud. In this year’s survey, 59% of 

sinesses sai  t e  c pletel  n erstan  t e i pact  ra  
n t eir siness  i ital nl  retailers an  retail an s clai e  a 

directionally stronger grasp on the impact of fraud in their verticals at 
 an   respectivel  rep rtin  a c plete  n erstan in   
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Better understanding or not, commercial fraud losses 
c ntin e t  increase  ver   sinesses s rve e  
said that their losses due to fraud had either increased 
si nificantl  re  r s ew at re  
compared to previous years. Interestingly, Fintech and Click-
n-mortar retailers reported the greatest decrease in fraud 
l sses  pts  c pare  t  t er sect rs   

And all this is leading to increased stress for U.S. 
sinesses  ercri e was cite  as t e perati nal 

c allen e p ttin  t e st stress n t eir siness   
 c panies in t is ear s s rve  enerative A  enA  

ra  an r eep a es   pa ent sca s  
i entit  t e t  an  transacti n ra   r n  t 
t e t p five stress rs  ta l  l in  acr ss c panies 

 i erent si e  ier  sinesses liste  enA  ra   
as t eir i est stress r  eanw ile  retail an s cite  
synthetic identity fraud as the operational challenge putting 
t e st stress n t eir siness  
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More concern, 
more confidence
but more fraud for
U.S. businesses

+

but more fraud for

Table 02:  A look at online safety and security
 over the years [ 2022 - 2024 ]

68%
61%

80%

US CONSUMERS 
“SOMEWHAT” OR 
“VERY” CONCERNED 
ABOUT 
CONDUCTING 
ACTIVITIES 
WHILE ONLINE 

2022 2023 2024



verall in  Acc nt a e ver ra   entit  t e t  an  ra lent 
ew Acc nt penin s  were t e st e perience  ra lent events  

wever  in l in  at t e first part   a it  c e in  as cc rre  wit  
entit  e t  A  ra   an  ew Acc nt penin  ra   ein  

the most experienced events. 

sinesses are st c nfi ent in t eir a ilit  t  pr tect a ainst irst art  ra  
 an  ransacti nal a ent ra   At t e t er en   t e spectr  

ercri e  an   enA  ra  an  eep a es  are t e t p e pecte  
c allen es t at sinesses t in  t e  will enc nter in t e ne t  ears  

en l in  at p tential areas  invest ent t  c at ra lent events  
sinesses are pri aril  en a e  in i pr vin  an  il in  new A  els t at 

a ress n n c st er ecisi ns  an  in preventin  A  ra  
These areas are expected to receive greater investment throughout 2024.

ns ers an  sinesses ali e c ntin e t  e ali ne  in t eir c ncerns 
a t ra   t e  a  eel a it sa er nline  c ns ers ave 
c nsistent c ncerns wit  specific ra  t pes  An  wit  t eir increasin l  
digital lives, comes new fraud risks from tried-and-true methods and advancing 
tec n l ies li e enerative A  enA  As s c  c ntin e  invest ent in 
s l ti ns t  c at ra  will e i p rtant  wever  c sin  n ne t pe  
ra  will leave sinesses an  t eir c st ers e p se  in t er areas  An  

c panies w n t e a le t  a r  t e a e  ra  w ac a le  

 eep pace wit  t e ar et  sinesses will nee  t  appl  a lti acete  
strategy that leverages the right data and tools in an orchestrated way that 

rin s t  ear ltiple t pes  rec niti n an  sec rit  t  st p all t pes  
ra  w ile all win  en ine c st ers t r  t eir in  rne

_ E X P E R I A N  P E R S P E C T I V E
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ACCOUNT TAKEOVER 32%

IDENTITY
THEFT 31%
FRAUDULENT NEW
ACCOUNT OPENINGS &
NEW APPLICATIONS

29%

TRANSACTIONAL 
PAYMENT FRAUD

FIRST PARTY FRAUD

29%

PEER-TO-PEER (P2P)
PAYMENT SCAMS 29%
AUTHORIZED PUSH OR
WIRE TRANSFER 
PAYMENT (APP) FRAUD 29%

31%

a le  p st enc ntere  ra  events rep rte    sinesses  
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Consumers and businesses 
align on security and 
experience but not 
so much on trust

+
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Passwords

45% 42% 40% 38%
Multi-factor/
Two-Factor 

Authentication

Captcha/
Re-Captcha 

or other image-
based solutions

Security
Questions

Security 
Measures/
Devices in

Hand

48%

Consumers are active online, 
t penin  ewer acc nts

e l al pan e ic s ere  in an era  nprece ente  c an e an  i ital 
trans r ati n n t seen e re  ns ers e race  t is s i t an  it re efine  

w t e  appr ac  st  i  n t all  t eir s cial an  siness interacti ns  A 
a rit   c ns ers  in icate  t at e ail was t e nline activit  t e  

en a e  in t e st  ll we  cl sel   eneral e ia e  le  etc  
in sec n  place at  An  it s t eir en a e ent wit  t ese tec  iants t at 
is helping to drive consumers’ expectations for their online and even real-life 
e periences   l n er are t e  n   ric an rtar siness rs  

e rap  r evice  e  can n w e rtlessl  p r  i ital c annel t  app  
online to offline.  

And with all this ease comes more expectation—the desire for more convenience, 
an  increase  accessi ilit  wit t ivin  p sec rit  As s c  c ns er 
e pectati n t at sinesses will react t  t eir ra  c ncerns as re aine  i  
a ve  ver t e ears  cl c in  in at  t is ear   

Consumers also remain unchanged on the kinds of technologies they feel are 
sec re an  create a p sitive ser e perience   An  sinesses eel li e t e  ave 
it right. More than three-quarters of companies in our survey were extremely 

r ver  c nfi ent t at t e sec rit  eas res t e  inten  t  invest in are w at 
their customers want. And the data seems to support that assertion, which is a 
si nificant c an e r  last ear s rep rt   

everal  t e et s c ns ers fin  st sec re an  eliver a etter 
e perience are als  t se et s c rrentl  se   sinesses t a  

sinesses cite  lti act r a t enticati n  an  t e se  assw r s 
 as t e st se  ra  preventi n et s  ll we   sec rit  esti ns 
 eas res t at re ire a c st er t  ave a evice in an  i e  ne ti e 

passc es  an  aptc a r t er i a e ase  s l ti ns  

_ M A R K E T  C O N T E X T Table 04:  p  eas res c rrentl  se   siness r etectin  an  pr tectin  a ainst ra
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ncrease  c ncern a t nline sec rit  esn t see  t  e a penin  c ns ers  nline activit  t nl  are 
c ns ers in  nline r e ail an  eneral e ia se  t t e re als  penin  new acc nts an  transactin  

siness  ile i inc e se l s s we  t e  were less li el  t  se eneral e ia t an t er inc e 
rac ets  instea  t e re in  nline t  c n ct activities s c  as pa in  ills  a in  nline p rc ases  an  

c n ctin  pers nal an in  nterestin l  acr ss all inc e levels  c ns ers w  are  an   were 
irecti nall  re li el  t   nline r financial activities li e appl in  r a car r e l an  

t eres w ere it ets interestin  ven wit  c nsistent nline activit  we serve  a ecrease in t e n er  
new accounts opened in the last six months. This year, 41% of consumers reported having opened a new account in 
the past six months, which is down 14%, from 55%, in last year’s report.  

However, of those consumers who opened a new online account, 63% reported having opened 2 or more accounts. 
ver al   starte  acc nts wit  r ani ati ns t at t e  a  n  previ s interacti ns wit  nterestin l  i

inc e se l s  an  c ns ers a e    were re li el  t  ave pene  an acc nt  w ereas 
c ns ers a e   pene  t e least   trea in  services  an  a ent s ste  pr vi ers  
were t e st pene  acc nts  wit  eer t peer  pa ent apps  s cial e ia apps  an  retail 

an s  r n in  t t e t p five  

PIN CODES

PASSWORDS

ACCOUNT USERNAME

SECURITY QUESTIONS

86%

79%

78%

69%

PIN CODE SENT TO MOBILE DEVICE

PHYSICAL BIOMETRICS

BEHAVIORAL BIOMETRICS

PASSWORDS

SECURITY QUESTIONS

71%

70%

66%

63%

58%ACCOUNT DETAILS 66%

Customer 
experience and 
retention improving

Table 05:  Top 5 measures that make consumers feel most secure

Table 06:  p eas res t at c ns ers sa  are i p rtant t  a etter nline e perience

PIN CODES

PASSWORDS

ACCOUNT USERNAME

SECURITY QUESTIONS

86%

79%

78%

69%

PIN CODE SENT TO MOBILE DEVICE

PHYSICAL BIOMETRICS

BEHAVIORAL BIOMETRICS

PASSWORDS

SECURITY QUESTIONS

71%

70%

66%

63%

58%ACCOUNT DETAILS 66%

++It appears from this year’s research that the 
acc nt penin  pr cess as ec e re 
sea less  is ear  nl    c ns ers 
considered stopping a new account opening 
due to friction in the process, down from 

 in last ear s rep rt  i ewise  nl   
of consumers reported actually moving their 

siness t  an t er r ani ati n  ste in  
from their account opening experience. This 
was an improvement from last year’s report, 
w ere   c ns ers rep rte  vin  
t eir siness elsew ere   

In a further showing of the importance of a 
positive account opening experience, 66% of 
consumers reported remaining with the same 

siness eca se  t eir p sitive e perience 
in the account opening process. N A V I G A T I N G  E X P E R I E N C E ,  S E C U R I T Y  &  T H E  N E X T  F R O N T I E R  O F  I D E N T I T Y
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ns ers are rec ni in  t e c nnecti n etween i entit  an  a p sitive c st er 
e perience  an  sinesses see  t  e resp n in  in in  n act    c ns ers 
s rve e  e presse  it was e tre el  r ver  i p rtant r sinesses t  e a le t  
recognize them online.  

is a ilit  t  repeate l  i enti  c ns ers can translate t  tr st  ne t ir   
 c ns ers in icate  t e  are e tre el  r ver  tr stin   sinesses t at can 

acc plis  eas  an  acc rate i entificati n  re ver   sai  t e  are re 
tr stin   sinesses w en t e  e nstrate si ns  sec rit  

Better experience & consistent 
identity confirmation can lead to 
increased trust,  but are they?

40% 37% 35%
42%

Consideration to 
stop new 
account opening 
process

18-24 25-39 40-54 55-69

Table 07:  rea wn  c ns ers  a e  w  ave ve  
t eir siness elsew ere e t  a ne ative e perience

inancial services c panies see e  t  e t e i est eneficiaries  t is tr st  wit  
retail an s   en in  an   w a  ater financin  liste  as t e t p tr ste  

r ani ati ns   c ns ers  eac  at   pa ent apps an  pa ent 
s ste  pr vi ers r n  t t e t p five at  eac   

t t is isn t necessaril   news  as we serve  an verall ecrease in c ns er 
tr st acr ss in stries in t is ear s ata  wit  tr st n ers r ppin   r 
all in stries  ta l  t e lea ers r  last ear s rep rt  tec  pr vi ers an  nline 
gaming companies, each dropped more than 20%, landing themselves out of the top 
five st tr ste  in stries
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Perhaps it’s not surprising when you consider the 
verall r p in c ns er tr st  t interestin l  

t is ear we serve  a si nificant ecline in 
consumers who indicated they were ‘very willing’ 
to share their personal data. In 2022, 25% of US 
consumers said they were ‘very willing’ to share 
t eir pers nal ata wit  sinesses nline  t is 
n er r se t   in  wever  ecrease  
to 9% in this year’s data. 

Overall, consumers showing any willingness to 
s are ata sta e  c nsistent at ar n   

t t e ecrease in willin ness an  ecrease  
consumer trust are signaling shifts in the market 
t at sinesses s l  e in l   

Decreased trust = 
less wil l ingness to 
share data 
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Table 08:  rea wn  t e st tr ste  sinesses  se ent

RETAIL 
BANKS

PEER-
TO-PEER
(P2P)
LENDING

BUY NOW,
PAY LATER
PAYMENT
FINANCING 

PEER-
TO-PEER
(P2P)
PAYMENT
 APP

PAYMENT
SYSTEM 
PROVIDERS

TECH 
PROVIDERS

ONLINE
GAMING 
COMPANY

RETAIL 
BANK

PAYMENT 
SYSTEM 
PROVIDERS

41% 37% 34%35%
23% 23%23% 20%20%

2024

RETAIL 
BANKS

PEER-
TO-PEER
(P2P)
LENDING

BUY NOW,
PAY LATER
PAYMENT
FINANCING 

PEER-
TO-PEER
(P2P)
PAYMENT
 APP

PAYMENT
SYSTEM 
PROVIDERS

TECH 
PROVIDERS

ONLINE
GAMING 
COMPANY

RETAIL 
BANK

PAYMENT 
SYSTEM 
PROVIDERS

41% 37% 34%35%
23% 23%23% 20%20%

2024 2023
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Clearly, consumers have high expectations for a secure and seamless experience 
with the companies they engage with. But this year’s data showed some seemingly 
c ntra ict r  res lts  ns ers sa  t e  tr st sinesses t at s w si ns  sec rit  
an  sinesses t at can repeate l  an  acc ratel  i enti  t e  st  t e sec rit  
measures that make consumers feel safe and create a positive consumer experience 
are t e nes c rrentl  ein  se   c panies  re ver  sinesses are c nfi ent 
that the security measures they intend to invest in, in the future, are the ones consumers 
want. Meanwhile, new account openings are down, in addition to consumer trust. This 
ear s ata s we  s e see in l  c ntra ict r  res lts  t s l  it c e as a 

s rprise  ns ers are a fic le nc  an  w ile t is is r stratin  r sinesses  it s 
nothing new.  

Perhaps when we look at what’s happening in the U.S. and on the world stage, this 
year’s results are even less surprising. The decrease in consumer trust in our survey 
is consistent with similar results in other industry research, such as Gallup’s recent 
c nfi ence in e  Additionally, Qualtrics recently found  that consumer trust had 
dropped to its lowest level since 2016, on par with trust levels from 2012. As trust levels 

ave ne wn  c ncerns a t nline sec rit  ata an  privac  ave increase  is 
as nl  een e acer ate   t e e er ence  enA   t e ve ippe  a it  

interest rates re ain i  e t  st rn in lati n levels  n t rn  financial instit ti ns 
have tightened lending criteria and demand for capital has gone down.  

e ts are n t ar  t  c nnect  nce  l  at t e i er pict re  t w at are 
sinesses s pp se  t   in resp nse  et s start wit  w at we  n w  w ile 

acc nt penin  n ers a  ave ippe  t is ear  t e re still n ta l  i  an  
irecti nall  si nificant  re ver  a si nificant n er  in ivi als w  pene  new 

acc nts rep rte  penin  a iti nal acc nts  An  a n ta le n er  c ns ers 
reported staying with an entity due to a positive account opening experience. Altogether, 
this means that there are still consumers shopping for credit and services, and they 
respond to positive experiences with more commerce.  

_ E X P E R I A N  P E R S P E C T I V E

At t e intersecti n  sec rit  accessi ilit  an  c nvenience is i entit  ein  
a le t  ic l  an  acc ratel  c nfir  c ns ers are w  t e  sa  t e  are  is 
paramount to a secure, personalized experience. What this year’s data does show 
is t at c panies will nee  t  le wn n t eir a ilit  t  easil  acc ratel  
an  repeate l  c nfir  c ns er i entities  is is n t nl  r sec rit  ra  
prevention and trust, it could also impact consumers’ willingness to share data in 
t e t re  is in t rn c l  i pact sinesses  a ilit  t  c ntin e t  pr vi e a 
secure, personalized experience.  

e a a e is still tr e   nl  et ne c ance t  a e a first i pressi n  
First impressions are strong influencers on trust and set the tone and the course 

 t e t re c st er relati ns ip  t ettin  t at first e perience ri t is st t e 
first step  ns ers want t  n w sinesses are pr tectin  t e  an  t at t eir 
e pectati ns are ein  et  sinesses s l  c nsi er re in in  c ns ers 
what they’re doing to protect them. This shouldn’t come in the form of additional 
ricti n  wever  t si np stin  t e sec rit  eas res t e  ave in place t  

pr tect c ns ers t r t t eir c st er rne   

e n  increase  c ns er en a e ent  sinesses will nee  t  l  at t ls li e 
e avi ral anal tics an  t er ra  preventi n tec n l ies t at e a ine e avi r 

patterns t  ic l  isar  t attac s  r c r inate  ra  attac s  ese c ple  
wit  s ste s t at all w r acc rate an  repeata le i entit  c nfir ati n an  
verificati n  will ens re sinesses n t nl  esta lis  tr st wit  c ns ers t can 
keep and grow that trust. 
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The meteoric rise of 
GenAI and the resulting 
implications 
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enerative A  enA  is a s set  artificial intelli ence tec ni es t at 
inv lve al rit s capa le  creatin  realistic c ntent  s c  as te t  
music, images, code, etc. from input data. These systems, like Chat 
GPT, DALL-E, and others use machine-learning models, especially deep 
learning, that are trained on vast data sets that work in a self-supervised 
way to identify patterns for a wide range of tasks, generating outputs 
that mimic human-created content.  

If its pervasiveness in the cultural zeitgeist isn’t enough of an indication, 
enA  is re t an st t e latest tec  tren  at starte  as t e st 
pe  tec  st r    ic l  t rne  int  s e  t e i est 
siness news   panies li e A saw t eir st c  s ar 

due to increased and anticipated demand for chips to train and run AI 
models and programs.  

From the typewriter to the computer, previous technological 
rea t r s ave trans r e  t e wa  pe ple w r  ese al n  

wit  a litan   t er inn vati ns were t te  r i pr ve  e ficienc  
and increased worker output. It’s these same characteristics, along with 
a litany of others including upskilling workers, data mining, improving 
c st er e perience  etc  t at are rivin  siness a pti n  enA  

eri n is s ccess ll  sin  enA  t  i pr ve c st er satis acti n 
and loyalty.9 Expedia and Wayfair are leveraging it in the form of AI 
assistants s  c st ers can etter levera e t eir travel an  e c r 
services, respectively.10 Meanwhile, tech companies like Microsoft and 
A e ave alrea  e e e  enA  capa ilities int  t eir plat r s 
an  pr cts t at t eir c st ers se ever  a  e p ssi ilities are 
seemingly endless, as is the impact. Some strategists are saying the 

 c l  eliver  t    in t e ne t eca e  l all  t e 
i pact c l  e even re s stantial at   11

Table 09:  rea wn  tress ercenta es r ercri e  enA  ra  acr ss in stries

_ M A R K E T  C O N T E X T
Unsurprisingly, companies in our 2024 survey also see the 

enefit  enA  in t eir sinesses  verall  t e  rep rte  
high engagement and investment in Gen AI, as well as AI 
models that improve customer decisions, and Gen AI security 
solutions.  

ile sinesses see e  llis  n t e tilit   enA  t  
create e ficiencies an  i pr ve c st er e periences  t e  
do see the potential negative impacts it can have. In this 
year’s survey, GenAI fraud and deep fakes came in second 
on the list of top operational challenges putting stress on 

sinesses  t was prece e  nl   ercri e  at  
an area of fraud that is increasingly employing GenAI to 
perpetrate cri es  nterestin l  ier  sinesses liste  
GenAI fraud as their top stress point.  

Stressed 
t l l is

on GenAI
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26%
26%

42%
40%

55%
40%

47%
47%

33%
49%

70%
50%

RETAIL BANKING

FINTECH

DIGITAL-ONLY RETAILER

CLICK + MORTAR RETAILER

CONSUMER TECHNOLOGY &
ELECTRONICS

TELECOM PROVIDER

cybercrime

generative artif icial intel l igence 
fraud &/or deep fakes

9    ttps www re ters c tec n l artificial intelli ence veri n ses enai i pr ve c st er l alt
10 ttps www ws c articles w i c panies se enerative ai in eres a l at five earl a pters e c
11 https://www.ey.com/en_us/insights/ai/productivity-potential-gen-ai
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t s clear sinesses are c ncerne  even stresse   t e i ea  enA  ra  
wever  t e  n t see  t  e pri riti in  n in  res rces t  i enti  r 

prevent it  en as e  a t initiatives t e  were activel  p rs in  in  
preventing and detecting GenAI fraud and deepfakes came in 9th on the list. 

rt er re  w en as e  a t t e st i p rtant p tential invest ent areas 
for 2024, detecting and preventing GenAI fraud and deepfakes didn’t make the 
top 5, it didn’t even make the top 10! Preventing GenAI fraud came in 12th on the 
list  st i p rtant invest ent areas  at  e in  etectin  an  preventin  
i entit  t e t  first part  s nt etic i entit  ra  an  t er le ac  ra  t pes  in 
addition to initiatives directed more at customer experience.  

Table 10:  Most important investment areas for 2024

N A V I G A T I N G  E X P E R I E N C E ,  S E C U R I T Y  &  T H E  N E X T  F R O N T I E R  O F  I D E N T I T Y

E X P E R I A N ’ S  2 0 2 4  U . S .  I D E N T I T Y  +  F R A U D  R E P O R T

Moreover, detecting and preventing Gen AI fraud and deep fakes is tied with 
etectin  an  preventin  c ercri e as t e reatest areas i pactin  t e ealt  
 sinesses  t  rep rte     sinesses  An  sinesses n w t is 

stress isn’t going away anytime soon. Looking to the next 2-3 years, AI fraud is 
e pecte  t  e t e sec n  reatest c allen e r sinesses  An  espite 

i  c ncern  c nfi ence in ein  a le t  a ress enerative A  ra  is l w  as 
t e sec n  l west c nfi ence  c in  in at t  n t e list   at  

14% 12% 12% 11%
Implementing 
new analytics 
methods and 
new Artificial 
Intelligence (AI) 
models to 
improve customer 
decisions

17% 11%
Improving how 
we detect and 
prevent 
cybercrime

Implementing 
new analytics 
methods and  
new Artificial 
Intelligence (AI) 
models to 
improve other 
items that are not 
customer 
decisions

Improving how 
we detect and 
prevent 
authorized push 
payment (APP) 
fraud

Strengthening 
the security of 
our mobile/digital 
channels

Improving how 
we detect and 
prevent first 
party fraud

Putting your money where your stress is
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t s sa e t  sa  enA  is n t nl  c an in  t e wa  we w r  t als  t e 
way we live, learn, and play. Consumers are not only taking notice of GenAI 

t are we sa  it  t e re e cite 12 e re servin  t e enefit enA  is 
avin  in t e w r place  t reacti ns are i e  w en it c es t  sin  

it in everyday life, with concerns around ethics and the potential future 
effects of its use. 

ns ers in r s rve  see  a it sl w t  a pt enA  wit   
rep rtin  sin  A riven c at ts li e at  ile still l w  t ere are 
s e n ta le spi es in c parative sa e acr ss a e  inc e level an  
re i n   ear l s  i inc e sers  an  c ns ers in 
t e est   

Excitement about GenAI 
does not equal adoption
with consumers

In looking at more recent adoption, only 10% of new account openings in the last 
si  nt s were relate  t  enA  c at pr ra s li e at  A riven c at t 
acc nts are st li el  t  ave een pene     ear l s  w ile 
least li el     ear l s   

Still, while adoption is still relatively low, recent studies show consumers in 
t e  ten  t  e a ea   t er c ntries  A recent rep rt r  rester13

attri tes t is t  re lat r  c nstraints an  eneral c ns er attit es t war  
the technology in other countries, and that much of the training data for large 
lan a e els s  is in n lis  e rep rt es n t  sa  t at c ns er 
reservations still exist namely around the accuracy of results and the ways 
c panies are sin  t e ata t at c ns ers s it t  enA  s ste s   

Interestingly, only 12% of consumers in this year’s survey thought that programs 
li e at  s l  pr tect t e  w ile t e re nline  is c l  e e t  
c rrent a pti n levels  t i t als  e attri te  t  a lac   awareness 
around the usage implications. 

Table 11:  A riven at t sa e  a e  inc e level an  re i n
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11%

20%
25%

Household 
Income

Low Medium High

29% 27%

15% 5%
18-24 25-39 40-54 55-69

Age

19%
14%

24%

14%
Northeast Southwest West Southeast Midwest

12%

Region

12 ttps www c c press april c ns ers enai in t e w r place an ail li e
13 ttps www rrester c rep rt t e state c ns er sa e enerative ai
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et er t e a pti n c rve is steep r lat  sinesses an  c ns ers ali e will 
c ntin e t  eepen t eir n wle e an  se  t e tec n l  An   esi n  t e 
tec n l  will ret rn etter  re acc rate tp ts ver ti e  ne t in  is r certain  

enA  is n  l n er a tren  t is ere t  sta  

ra sters ave als  seen t e enefit in levera in  enA  t  c n ct ra  n re 
wi esprea  levels  st as it es wit  sinesses an  c ns ers  t e tec n l  
all ws ra sters t  ic l  create i a es  te t  an  vi e  t  create a e an  
state ents  s  plicate c pan  we sites  an  even eep a es  c pan  
executives with their voice and likeness. Perhaps the most infamous yet occurred in 
early 2024 where scammers used GenAI to create digitally recreated versions of a 

n  n  c pan s  an  t er e ec tives t  trans er  illi n t  ra sters 
posing as the executives.14   

It’s clear GenAI can and already is supercharging criminals efforts to defraud 
sinesses an  c ns ers ali e   n  rt er t an ra  t e ar  we  

c nterpart  at  p rp se ilt t  ena le ra  t r  enA  ew 
capa ilities li e e avi ral anal tics will e inte ral t  sta in  a ea   enA  riven 
ra  is tec n l  relies n trac in  e avi r r w a pers n inp ts ata  i e  

clic in  a  e itin  a partic lar fiel  vers ver e re clic in  etc  an  t er 
digital interactions. It can detect and predict if an individual’s intent is malicious. 
Behavioral analytics isn’t collected or tied to a single identity, which makes it 
c allen in  r enA  t  learn r  r i pers nate r replicate e avi ral ata   

Meanwhile tried and true methods of fraud will still proliferate and GenAI will only 
make them easier to execute. Perhaps now more than ever, it’s imperative that 
companies utilize a holistic approach to fraud that can prevent and detect and 

iti ate ra  atte pts  rc estrati n will e i perative in t is new r ntier  i entit  
an  ra  s  l  r partners t at rin  t et er t e st r st ata an  lea in
e e partners in t e areas  i entit  verificati n  ra  ris  an  a t enticati n  t  
appl  t e ri t t l at t e ri t ti e t  prevent infiltrati n an  e p s re  

_ E X P E R I A N  P E R S P E C T I V E

Businesses will also need to work with fraud prevention partners who are continuously 
inn vatin  in t e ata  t ls  an  tec n l  t e  se t  c nfir  i entities  i enti  t reats 
an  a  act rs  an  prevent ra   

ile enA  as see in l  nl c e  a vast a nt  ra  v lnera ilities  it can als  
e a t l r  in t e fi t a ainst ra  t can create e ficienc  an  e ectiveness in 
ra  nit rin   anal in  lar e a nts  transacti nal ata t  etect an  n s al 

patterns an  i enti  p ssi le ra  n a iti n t  i enti in  ra  re ic l  it can 
also help in reporting that fraud or suspicious activity more promptly as well. 

It can also help drive innovation. “At Experian, we 
c a pi n t e resp nsi le se  enerative A  t  
accelerate new product and service innovations, drive 

perati nal pr ctivit  increase financial incl si n  
an  ster a le i le  a aptive appr ac  t  sin  t e 
technology,” said Kathleen Peters.  

Companies interested in leveraging GenAI 
should start with forming a risk committee or 
having your risk committee take GenAI under 
c nsi erati n  is r p will elp efine r 
organization’s risk tolerance for GenAI usage 
an  als  ens re sa e  resp nsi le an  et ical 
use of the tool. Next, look for opportunities to 
implement GenAI into your systems, typically 
t se t at c l  enefit r  i pr ve  
automation and increased productivity. And 
finall  ens re  are e cate r e pl ees 
and stakeholders on what your doing and 
your progress, all the while keeping your risk 
committee engaged. 
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e c ntin e t  serve i er inci ences  acc nt ta e ver  i entit  
t e t  A  ra  an  ra lent new acc nt penin s  an  sinesses are 
si nificantl  increasin  t eir ra  preventi n invest ents in resp nse  At t e 
sa e ti e  al st all sinesses see  t  e re c se  n r win  t eir 
portfolios, with their online identity strategies focused on security customer 
e perience  t e a ilit  t  i itall  rec ni e t eir c st ers  an  anal tics 
relate  t  c st er ecisi nin  it  t e stress  c ercri e as a t p 
c ncern  sinesses see  aware  t e r win  t reat  enA  ra  t 
stopping it is lower on their priority list at this time.  

it  c ns er tr st wanin  sinesses will nee  t  c ntin e t  c s n 
strate ies t at il  tr st  n partic lar  reater invest ents are nee e  in t e 
sec rit  tec n l ies t at all w all c st ers t  e repeate l  i entifie  an  
authenticated quickly, accurately and conveniently, all of the time. Moreover, 

sinesses s l  c nicate wit  c ns ers a t t e wa s t e re 
keeping them safe.  

Additionally, organizations will need to continue to expand their investments in 
ML-driven solutions that can detect and prevent new fraud threats in real-time. 

re ver  a vance  tec n l ies li e e avi ral anal tics will e n ati nal 
n t nl  in c nfir in  c st ers wit   intenti ns t als  in st ppin  
Gen-AI-powered fraud attacks.  

reventin  ra  an  pr vi in  a eli t l c st er e perience aren t inar  
an  s l n t e pp sin  ai s  t t at s ten w t e re viewe  in t e 

ar etplace  panies s l n t ave t  c se etween pr tectin  
t eir s ste s an  t eir c st ers an  rin in   c ns ers int  t eir 

siness  An  wit  perian   n t ave t  e are c itte  t  pr vi in  
our clients with the world-class data, analytics and technologies designed to 
prevent ra  w ile pr vi in  t e est c st er e perience  e are c ntin all  
innovating and investing in solutions that amplify our fraud risk suite so 
companies can focus on growth. It’s how we helped our clients across the 

l e save  illi n in ra  l sses last ear   
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Fighting fraud while providing a frictionless, delightful customer experience requires a 
ern  intelli ent an  listic appr ac   sinesses are acin  ntin  c allen es  

r  first part  ra  an  cre it was in  t  s nt etic i entit  an  t e r win  i pacts 
of generative AI-powered fraud. From increases in direct deposit account and check 
fraud, as well as advanced technologies like deepfakes and AI-generated phishing 
emails, consumers are increasingly at risk from sophisticated fraud schemes. It’s now 

re i p rtant t an ever t at sinesses appl  a ltila ere  appr ac  t at can 
prevent ra  c nfir  i entit  an  pr vi e a p sitive c st er e perience    

perians s ite  ra  an  i entit  s l ti ns was esi ne  t   st t at  p rp se
ilt  a tea   e perts wit  eca es  ra  preventi n e perience   

r awar winnin  s l ti ns  e n  tra iti nal rc estrati n wit  tr e inte rati n t  
increase perati nal e ficiencies w ile s lvin  r siness pr le s relate  t  ra  
ris  i entit  verificati n  a t enticati n an  an  t er part  t e c st er li ec cle  
These industry-leading tools leverage deep domain expertise and advanced analytical 
capa ilities t  interpret ata t  fin  a  act rs w ile preservin  t e c st er e perience 

r  c st ers  re ver  we are n t nl  c se  n s lvin  t e ar et pr le s 
of today, we are also continuously innovating and investing in advanced technologies 
and new data sets to future-proof your fraud strategy. Experian uses adaptive, advanced 
ra  ana e ent an  i entit  verificati n strate ies t at can elp  sta  a ea   

increasingly sophisticated fraud tactics.

H O W  E X P E R I A N  C A N  H E L P 

+
$15 BILLION

Experian helped clients save

in fraud losses globally last year.
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perian is t e w rl s lea in  l al in r ati n services 
company. We have a long legacy of providing award-winning 
fraud and identity solutions to protect companies and
their customers.  

r s l ti ns are se  at s e  t e w rl s lar est an s 
an  financial instit ti ns  t  i enti  p tentiall  ra lent 
customers and transactions, and to ensure that action is taken 
in real ti e t  prevent ra lent pa ents ein  a e  

ast ear al ne  r s l ti ns prevente   in ra  l sses 
l all  An  we w l  l ve t  elp 

Click here to learn more.
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